

Completed forms should be emailed to: eGOVquestions@vita.virginia.gov  

Please note: eHosting vendors may provide assistance in completing this form. Questions can be submitted to eGOVquestions@vita.virginia.gov
Request Name: _____________ 

(Use agency name and application name such as: VITA data analytics. VITA will use this name for tracking purposes.)
	1. Requesting Agency Contact Information

	a. Requesting agency:
	

	b. Request date:
	

	c. Agency Contact person:
	

	d. Contact Person’s title:
	

	e. Contact Person’s phone #(s):
	

	f. Contact Person’s email:
	


	2. Type of Hosting Request

	a. 
	New website, Web application or other application hosting requirement

Will this request be for:      

  Permanent Hosting

  Temporary Hosting

       If temporary, please specify time period needed.



	b. 
	Please list URL(s) associated with this request:



	c. 
	Does this include storing sensitive or mission critical data at the external site?

	d. 
	Name of Supplier

	e. 
	Annual costs of request


	3. Justification for Hosting Request

	a. Please provide a brief overview of the project



	b. Briefly describe the business reason(s) for requesting eGOV hosting




	c. Briefly describe the impact on the agency's IT architecture, infrastructure and existing or planned systems should this hosting request be approved



	d. Briefly, describe the agency’s alternative(s) for initiative/project should this request be denied:





	4. Sensitive Data & Critical Business Function

	Note: If the application/system is new, the agency will start with the Risk Assessment (RA), move to the Business Impact Analysis (BIA), then enter everything into Archer.



	a.


	Does this request for hosting include sensitive data (with regards to Confidentiality, Integrity, or Availability) or is it mission critical as defined by the SEC525; Hosted Environment Information Security Standard?  If yes, please specify the type of data (i.e., names, addresses, social security numbers, etc.)?


	b.
	When was the data classification process performed and/or updated for this application? 

If the data is classified as sensitive, what regulations or COV requirement govern the use of this data?

(The following can be provided in attachments)

1. Provide the most recent data classification results for this application.

2. Provide a copy of any regulations or COV requirements that govern the use of this data.
 

	c.
	Does or will the application access, store or modify commonwealth data?

If yes, will the data be located outside of the COV domain? If yes, state the physical location of the data. Please document the type of data and the mechanism used to access the data in a secure manner (encryption, file permissions, authentication mechanisms).



	5.   Hosting Solution Details

	a. How will the users be authenticated?  

· Define authentication and authorization requirements, tools in place, responsibilities between vendor and customer.  

· Document the mechanism used to create accounts and modify settings. 

· Document the policy and procedure used to verify account creation/modification request. 

· Document the policy and procedure used review/verify the continued need for the account. 

· Document the policy and procedure used to remove the account.

· How will the authentication credentials be protected in transit?  

Prohibit the transmission of identification and authentication data (e.g., passwords) without the use of industry accepted encryption standards (see Section 6.3 – Encryption). 
· Document the mechanism used to detect inappropriate use of credentials (abnormal times, excessive authentication failures).




	5. Hosting Solution Details

	b. How will authorization be handled?  

Vendor please provide:

· Document the password requirements enforced by the system (length, complexity, age, reuse period). 

· Document the mechanism used to enforce the password requirements. 

· Document the policy and procedure used to verify password requirements.

· Document the policy and procedure used to reset the password for a disabled account. 

c. What level of accounting does the system provide and how will the agency monitor the logged events? 

Vendor please provide:

· Document the mechanism used to log events on the server and within the network. (centralize logs or system-specific logs)

· Document the events recorded for each system within the environment (at a minimum to include the event, the user ID associated with the event, and the time the event occurred).

· Document the policy and procedure to access the logs for audit purposes.

Operating system logs are reviewed by the Hosting company daily. 

· Document the mechanism used to transmit the logs to the customer.

d. List any interaction with existing systems/applications.


	e. Is any data accessed, used, or transmitted sensitive or has a privacy consideration associated with it? If so, please explain the handling, routing, storage and how the data will be protected:

Vendor please provide:

· Document the mechanism used to protect the data from unauthorized access while at rest (encryption, file permissions, authentication mechanisms).

· Document the mechanism used to protect the data from unauthorized access while in transit (encryption, authentication mechanisms).

· Document the policy and procedure used to transfer files between the customer and the vendor.

· Document the policy and procedure used to backup data/files. 

· Document the policy and procedure used to securely remove files stored at the vendor site.

f. Document the mechanism used to securely remove files stored at the vendor site.


	g. Is any data accessed, used, or transmitted sensitive or has a privacy consideration associated with it? If so, please explain the handling, routing, storage and how the data will be protected:

Vendor please provide:

· Document the mechanism used to protect the data from unauthorized access while at rest (encryption, file permissions, authentication mechanisms).
· Document the mechanism used to protect the data from unauthorized access while in transit (encryption, authentication mechanisms).
· Document the policy and procedure used to transfer files between the customer and the vendor.
· Document the policy and procedure used to backup data/files. 

· Document the policy and procedure used to securely remove files stored at the vendor site.
· Document the mechanism used to securely remove files stored at the vendor site.



	6. Targeted Deployment Platform 

	a. Please provide the following:

· List all servers/virtual machines with the OS and release/version number (i.e. presentation, app, DB tiers).  
· List all products to be used with release/version (i.e. database, application/web server). 

· List all COTS packages. 
· Provide a logical application layer diagram to document the separation between the user interface and the application data (i.e. 2-layer/3-layer environment).


	b. If the hosting solution utilizes virtual servers/services are the virtual servers/services on dedicated hardware or on a shared platform?

Vendor – if shared, explain logical separation.


	c. If mobile device access will be enabled, what OS and versions are supported?



	d. How will the software within the hosting environment be maintained (patched)? (non-application)
Vendor please provide:

· Document the mechanism used to deployed software updates within the environment (software and schedule).
· Document the policy and procedure used to schedule software updates 

· Document the policy and procedure to inform the customer of any software update activities.
· Document the policy and procedure to mediate conflicts in the software update schedule.
 

	e. How will the software maintenance process be monitored?

Vendor please provide:

· Document the mechanism used to scan software for vulnerabilities and missing patches (software and schedule).
           

	f. Is there anything needed to be deployed on the user desktops/mobile device to run the application?  If so, please identify with versions.



	g. What types of intrusion detection and prevention mechanisms does the environment provide?

Vendor please provide:

· Document the mechanism used to perform network-based intrusion detection and prevention (software and schedule).
· Document the mechanism used to perform host-based intrusion detection and prevention (software and schedule).
· Document the policy and procedure to remediate the impact of an event detected by the IDS/IPS systems.
· Document the policy and procedure to inform the customer of a malicious event detected by the IDS/IPS systems. 


	h. What malicious code protection does the environment provide?

Vendor please provide:

· Document the mechanism used to scan files stored on the system (software and schedule).
· Document the mechanism used to scan files transmitted to the system (software and schedule).
· Document the mechanism used to scan perimeter network traffic for malicious content (software and schedule).
· Document the policy and procedure to remediate the impact of malicious code.
· Document the policy and procedure to inform the customer of presence of malicious code.


	i. Please complete and provide a network diagram.  Example is provided on the Hosting Services Web page. 



	7. Agency Compliance & Agreement

	· In order to obtain the hosting resources outside of the ITP, the agency Information Security Officer (ISO) and Agency IT Representative (AITR) agree to the following actions, by signing below: Agency will annually submit this form and attachments indicating any changes to the environment.
· If non-compliance to SEC525 security guidelines, agency agrees to correct compliance issue and reimburse VITA for all costs incurred, on a time and material basis, during the period of non-compliancy.
· Agency understands that by seeking this hosting alternative that the following ITP services will not be routinely performed by VITA and/or its partners:

· Direct security oversight

· Intrusion detection

· Security logging review

· Architecture Reviews

	Agency Information Security Officer Printed Name:
	     

	Information Security Officer Signature:
	     

	Date Signed:
	     

	Comments:
Agency, vendors and hosting environment have reviewed and contributed to the first draft.  As this is a new process, completed with the understanding that we will modify as discussions occur to final form.

	AITR Printed Name:
	     

	AITR or designee Signature:
	     

	Date Signed:
	     

	a. Additional comments or information:
     


Email this form and attachments to: eGOVquestions@vita.virginia.gov  
Hosting Request Form
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